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Protecting Against Malware Threats with Cisco AMP for Endpoints

(SSFAMP)

COURSE OVERVIEW:
The Protecting Against Malware Threats with Cisco AMP for Endpoints (SSFAMP) v6.0 course shows you how to
deploy and use Cisco® AMP for Endpoints, a next-generation endpoint security solution that prevents, detects, and

responds to advanced threats. Through expert instruction and hands-on lab exercises, you will learn how to

implement and use this powerful solution through a number of step-by-step attack scenarios. You’ll learn how to

build and manage a Cisco AMP for Endpoints deployment, create policies for endpoint groups, and deploy

connectors. You will also analyze malware detections using the tools available in the AMP for Endpoints console,
Cisco Threat Grid, and the Cisco Orbital Advanced Search Tool.

This class will help you:

Learn how to deploy and manage Cisco AMP for Endpoints
Succeed in today’s high-demand security operations roles

WHO WILL BENEFIT FROM THIS COURSE?

Cisco integrators, resellers, and partners
Network administrators

Security administrators

Security consultants

Systems engineers

Technical support personnel

PREREQUISITES:
To fully benefit from this course, you should have the following knowledge and skills:

Technical understanding of TCP/IP networking and network architecture
Technical understanding of security concepts and protocols

The recommended Cisco offering may help you meet these prerequisites:

Implementing and Administering Cisco Solutions (CCNA)

COURSE OBJECTIVES:
After taking this course, you should be able to:

Identify the key components and methodologies of Cisco Advanced Malware Protection (AMP)
Recognize the key features and concepts of the AMP for Endpoints product

Navigate the AMP for Endpoints console interface and perform first-use setup tasks

Identify and use the primary analysis features of AMP for Endpoints

Use the AMP for Endpoints tools to analyze a compromised host

Analyze files and events by using the AMP for Endpoints console and be able to produce threat reports
Configure and customize AMP for Endpoints to perform malware detection
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Use Cisco Orbital to pull query data from installed AMP for Endpoints connectors.
e Describe the AMP Representational State Transfer (REST) API and the fundamentals of its use

e Describe all the features of the Accounts menu for both public and private cloud installations

COURSE OUTLINE:
e Introducing to Cisco AMP Technologies
e Introducing AMP for Endpoints Overview and Architecture
e Navigating the Console Interface
e  Using Cisco AMP for Endpoints
e |dentifying Attacks
e Analyzing Malware
e Managing Outbreak Control
e Creating Endpoint Policies
e Working with AMP for Endpoint Groups
e  Using Orbital for Endpoint Visibility
e Introducing AMP REST API
e Navigating Accounts
Lab outline
e  Amp Account Self-Registration
e Accessing AMP for Endpoints
e  Attack Scenario
e Analysis Tools and Reporting
e OQOutbreak Control
e Endpoint Policies
e  Groups and Deployment
e Testing Your Configuration
e Endpoint Visibility Using Orbital
e RESTAPI
e Endpoint Isolation Using Cisco AMP API
e  User Accounts

SUNSET LEARNING INSTITUTE (SLI) DIFFERENTIATORS:

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized technical
training since 1996. Our goal is to help our customers optimize their cloud technology investments by providing
convenient, high quality technical training that our customers can rely on. We empower students to master their
desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and consistent delivery
system. No matter how complex your environment is or where you are located, SLI is sure to have a training solution
that you can count on!
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Premiere World Class Instruction Team
e Al SLI instructors have a four-year technical degree, instructor level certifications and field consulting work
experience.
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction awards since
2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide them through our
labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e  You have the option to attend classes at any of our established training facilities or from the convenience
of your home or office with the use of our HD-ILT network (High Definition Instructor Led Training)
e All Sunset Learning Institute classes are guaranteed to run —you can count on us to deliver the training you
need when you need it!

Outstanding Customer Service
o Dedicated account manager to suggest the optimal learning path for you and your team
e  Enthusiastic Student Services team available to answer any questions and ensure a quality training
experience
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