Prisma Access SSE Configuration and Deployment (SSE)

COURSE OVERVIEW

The Prisma Access SSE: Configuration and Deployment course provides a deep dive into deploying,
configuring, and managing Prisma Access using Strata Cloud Manager “SCM". You'll gain the skills
needed to secure remote networks and mobile users with a cloud-delivered Secure Access Service
Edge (SASE) solution—empowering your organization with modern, scalable, and cloud-based
network security.

In this four-day, instructor-led course, you'll:

e Deploy and configure Prisma Access: Master the operational deployment of Prisma Access
as a Secure Access Service Edge (SASE) solution to deliver seamless network connectivity
and robust security from the cloud.

e Hands-On Experience: Get practical, lab-based training to configure, manage, and
troubleshoot Prisma Access using Strata Cloud Manager—ensuring you're fully equipped to
secure remote networks and mobile users.

e Enhance Your Security Strategy: Develop the skills necessary to protect applications and
remote infrastructures with a modern, SASE approach tailored for today’s dynamic
workforce.

WHO WILL BENEFIT FROM THIS COURSE?
e Security Engineers
e Security Administrators
e Security Operations Specialists
e Security Analysts
e Network Engineers

PREREQUISITES
To get the most out of the Prisma Access SSE: Configuration and Deployment training, we strongly
recommend first completing the Firewall Configuration and Management (EDU-210) course.

Why? Because Prisma Access builds upon the core principles of Palo Alto Networks Next-
Generation Firewalls (NGFWSs), and a solid understanding of firewall configuration is essential before
diving into the advanced topics of SSE security.

The Firewall Configuration and Management (EDU-210) course covers critical concepts, including:
e Security policies and NAT — Fundamental for understanding how Prisma Access enforces
security.
e Threat Prevention — Learn how to block known and unknown threats, a key function in
Prisma Access.
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feature of Prisma Access.
e SSL Decryption and App-ID — Foundational for traffic inspection and zero-trust access
control.

Even if you have experience with other firewall brands, Firewall Configuration and Management
(EDU-210) is highly recommended, as it focuses specifically on Palo Alto Networks’ technology.
Engineers who skip this step often find themselves struggling with the advanced configurations in
the Prisma Access SSE: Configuration and Deployment training course.

By mastering the firewall first, you'll be fully prepared to deploy, manage, and optimize Prisma
Access effectively. Invest in the right foundation to ensure your success in the Prisma Access SSE:
Configuration and Deployment course!

COURSE OBJECTIVES

Let the Experience and Passion of our instructor guide you — Consigas is an Authorized Global
Training Partner and was recognized with the “Excellence in Training Award” in 2022, 2019 and 2016
by Palo Alto Networks. The difference is made by our instructors, who have many years of field
experience, which they bring with them into the classroom.

Our instructors are security consultants who design, implement, migrate, manage and support Palo
Alto Networks solutions. It's this experience that they bring into the classroom to explain not only
the theory but also how to use Prisma Access in real life. Customers tell us that this is the most
valuable thing for them and that this is what differentiates our Palo Alto training from other training
providers.

COURSE OUTLINE
e Prisma AccessOverview
e Planning and Design
e Routing and SD-WANDesign
e Zero Trust Network Access (ZTNA) Connector
e Activate and Configure
e Security Processing Nodes
e Panorama Operations for Prisma Access
e Remote Networks
e Mobile Users
e Cloud Secure Web Gateway
e Tune, Optimize, and Troubleshoot
e Manage Multiple Tenants
e Insights
e ADEM
o Next Steps
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WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team

e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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