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Microsoft Security, Compliance, and Identity
Fundamentals (SC-900T00)

COURSE OVERVIEW
This course provides foundational level knowledge on security, compliance, and identity concepts
and related cloud-based Microsoft solutions.

WHO WILL BENEFIT FROM THIS COURSE?

The audience for this course is looking to familiarize themselves with the fundamentals of security,
compliance, and identity (SCI) across cloud-based and related Microsoft services. The content for
this course aligns to the SC-900 exam objective domain. Candidates should be familiar with
Microsoft Azure and Microsoft 365 and understand how Microsoft security, compliance, and identity
solutions can span across these solution areas to provide a holistic and end-to-end solution.

PREREQUISITES

Before attending this course, students must have:
e General understanding of networking and cloud computing concepts.
e General IT knowledge or any general experience working in an IT environment.
e General understanding of Microsoft Azure and Microsoft 365.

COURSE OBJECTIVES
Students will learn to:
e Describe security and compliance concepts
e Describe identity concepts
e Describe the services and identity types of Microsoft Entra ID
e Describe the authentication capabilities of Microsoft Entra ID
e Describe the access management capabilities of Microsoft Entra ID
e Describe the identity protection and governance capabilities of Microsoft Entra
e Describe core infrastructure security services in Azure
e Describe security management capabilities in Azure
e Describe the capabilities in Microsoft Sentinel
e Describe threat protection with Microsoft 365 Defender
e Describe Microsoft’s Service Trust portal and privacy capabilities
e Describe the compliance management capabilities in Microsoft Purview
e Describe information protection, data lifecycle management, and data governance
capabilities in Microsoft Purview
e Describe the insider risk capabilities in Microsoft Purview
e Describe the eDiscovery and Audit capabilities in Microsoft Purview
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COURSE OUTLINE
Module 1: Describe security and compliance concepts
e Describe the shared responsibility and the defense-in-depth security models.
e Describe the Zero-Trust model.
e Describe the concepts of encryption and hashing.
e Describe some basic compliance concepts.
Module 2: Describe identity concepts
e Understand the difference between authentication and authorization.
e Describe the concept of identity as a security perimeter.
e Describe identity-related services.
Module 3: Describe the function and identity types of Microsoft Entra ID
e Describe the function of Microsoft Entra ID.
e Describe the types of identities Microsoft Entra ID supports.
Module 4: Describe the authentication capabilities of Microsoft Entra ID
e Describe the authentication methods of Microsoft Entra ID.
e Describe multifactor authentication (MFA) in Microsoft Entra ID.
e Describe self-service password reset (SSPR) in Microsoft Entra ID.
e Describe the password protection and management capabilities of Microsoft Entra ID.
Module 5: Describe the access management capabilities of Microsoft Entra ID
e Describe Conditional Access in Microsoft Entra ID.
e Describe Microsoft Entra roles and role-based access control.
Module 6: Describe the identity protection and governance capabilities of Microsoft Entra
e Describe the identity protection and governance capabilities of Microsoft Entra ID.
e Describe Privileged Identity Management.
e Describe Permissions Management.
Module 7: Describe core infrastructure security services in Azure
e Learn how Azure security capabilities can protect the network
e Learn how Azure can protect your VMs
e Learn how to keep secrets safe with Azure Key Vault
Module 8: Describe the security management capabilities in Azure
e Describe Microsoft Defender for Cloud.
e Describe how security policies and initiatives improve cloud security posture.
e Describe how the three pillars of Microsoft Defender for Cloud protect against cyber threats
and vulnerabilities.
Module 9: Describe the capabilities in Microsoft Sentinel
e Describe the security concepts for SIEM and SOAR.
e Describe how Microsoft Sentinel provides threat detection and mitigation.
e Describe Microsoft Security Copilot.
Module 10: Describe threat protection with Microsoft 365 Defender
e Describe the Microsoft 365 Defender service.
e Describe how Microsoft 365 Defender provides integrated protection against sophisticated
attacks.
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e Describe and explore Microsoft 365 Defender portal.
Module 11: Describe Microsoft's Service Trust portal and privacy capabilities
e Describe the offerings of the Service Trust Portal.
e Describe Microsoft's Privacy principles.
e Describe Microsoft Priva.
Module 12: Describe the compliance management capabilities in Microsoft Purview
e Describe the Microsoft Purview compliance portal.
e Describe Compliance Manager.
e Describe the use and benefits of compliance score.
Module 13: Describe information protection, data lifecycle management, and data governance
capabilities in Microsoft Purview
e Describe data classification capabilities.
e Describe records management.
e Describe data loss prevention.
e Describe unified data governance.
Module 14: Describe the insider risk capabilities in Microsoft Purview
e Describe insider risk management
e Describe communication compliance
Module 15: Describe the eDiscovery and Audit capabilities in Microsoft Purview
e Describe the eDiscovery capabilities of Microsoft Purview.
e Describe the auditing capabilities of Microsoft Purview.

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.
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Convenient and Reliable Training Experience

e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office

e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service

e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team

e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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