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Red Hat Security: Identity Management and Active 

Directory Integration (RH 362) 
 

COURSE OVERVIEW 
Configure and manage Red Hat Identity Management (IdM) 

 

Red Hat Security: Identity Management and Active Directory Integration (RH362) provides the skills 

to configure and manage IdM, the comprehensive Identity Management solution bundled with Red 

Hat® Enterprise Linux. 

 

This course teaches you skills on the most requested Red Hat Identity Management (IdM) 

capabilities, including Active Directory trusts, multi-product federation, configuration management 

with Ansible, integrated certificate management, single sign-on, one-time passwords, and 

cybersecurity policy conformance. 
 

WHO WILL BENEFIT FROM THIS COURSE? 

• Red Hat Certified System Administrator (RHCSA) who wants to learn how to provision and 

configure IdM technologies across both Linux and Windows applications 

• Identity management specialist or engineer 

• Access management specialist or engineer 

• Web application developer 

• DevOps specialist 

 

PREREQUISITES 

• Be certified as a Red Hat Certified System Administrator (RHCSA) (required) 

• Be certified as a Red Hat Certified Engineer (RHCE) (recommended, but not required) 

 

COURSE OBJECTIVES 

As a result of attending this course, you will gain an understanding of the architecture of an identity 

management realm and trusted relationships using both Red Hat Enterprise Linux Identity 

Management and Microsoft Active Directory. You will be able to create, manage, and troubleshoot 

user management structures, security policies, local and remote secure access methods, and 

implementation technologies such as Kerberos, PKI, and certificates. 

 

You should be able to demonstrate these skills: 

• Create and manage a scalable, resilient Identity Management realm, including both Linux and 

Microsoft Windows clients and servers. 

• Create and manage secure access configurations, including managing and troubleshooting 

Kerberos, certificate servers, and access control policies. 

• Integrate IdM as the back end for other major enterprise tools in the Red Hat portfolio, 

including Satellite Server and Tower. 
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COURSE OUTLINE 

Install Red Hat Identity Management 

• Describe and install Red Hat Identity Management (IdM). 

Centralize Identity Management 

• Explain the IdM server services, explore IdM clients access methods, and install an IdM 

client. 

Authenticate identities with Kerberos 

• Define the Kerberos protocol and configure services for Kerberos authentication. 

Integrate IdM with Active Directory 

• Create a trust relationship with Active Directory. 

Control user access 

• Configure users for authorized access to services and resources. 

Manage a public key infrastructure 

• Manage certificate authorities, certificates, and storing secrets. 

Maintain IdM operations 

• Troubleshoot and recover Identity Management. 

Integrate Red Hat products with IdM 

• Configure major services to share the IdM authentication database. 

Install scalable IdM 

• Construct a resilient and scalable Identity Management topology. 

 

 

 

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?  

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized 

technical training since 1996. Our goal is to help our customers optimize their technology Investments 

by providing convenient, high quality technical training that our customers can rely on. We empower 

students to master their desired technologies for their unique environments.  

 

What sets SLI apart is not only our immense selection of trainings options, but our convenient and 

consistent delivery system. No matter how complex your environment is or where you are located, SLI 

is sure to have a training solution that you can count on! 

 

Premiere World Class Instruction Team 

• All SLI instructors have a four-year technical degree, instructor level certifications and field 

consulting work experience 

• Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction 

awards since 2012 

 

Enhanced Learning Experience 

• The goal of our instructors during class is ensure students understand the material, guide 

them through our labs and encourage questions and interactive discussions. 
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Convenient and Reliable Training Experience 

• You have the option to attend classes live with the instructor, at any of our established 

training facilities, or from the convenience of your home or office  

• All Sunset Learning Institute classes are guaranteed to run – you can count on us to deliver 

the training you need when you need it! 

 

Outstanding Customer Service 

• You will work with a dedicated account manager to suggest the optimal learning path for you 

and/or your team  

• An enthusiastic student services team is available to answer any questions and ensure a 

quality training experience 

 

 

Interested in Private Group Training? 

Contact Us 

https://www.sunsetlearning.com/contact-us/

