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Cortex XSIAM: Security Operations, Integration and 

Automation (PAN EDU-273) 

 

COURSE OVERVIEW 

XSIAM is the industry's most comprehensive security incident and asset management platform, 
offering extensive coverage for securing and managing infrastructure, workloads, and applications 
across multiple environments.  
 
Throughout this course, you will explore the key features of Cortex XSIAM.   
 

This course is designed to enable you to:  

• Describe how endpoint agents, XDR collectors, NGFWs, and Broker VMs secure networks 
and devices.  

• Query and analyze logs using XQL for data ingestion and detection.  

• Configure Threat Intel Management features, automate workflows, and apply EDLs and 
indicator rules. 

 

WHO WILL BENEFIT FROM THIS COURSE? 

• SOC/CERT/CSIRT/XSIAM engineers and managers, MSSPs and service delivery 

partners/system integrators, internal and external professional services consultants and 

sales engineers, SIEM and automation engineers. 

 

PREREQUISITES 

• Participants should have a foundational understanding of cybersecurity principles and 

experience with network and endpoint security fundamentals.  

 

COURSE OBJECTIVES 

• The course is designed to enable cybersecurity professionals, particularly those in 

SOC/CERT/CSIRT and engineering roles, to use XSIAM.   

• The course reviews XSIAM intricacies, from fundamental components to advanced 

strategies and techniques, including skills needed to configure security integrations, develop 

automation workflows, manage indicators, and optimize dashboards for enhanced secur ity 

operations. 

 

COURSE OUTLINE 

• Course Overview  

• Overview of Cortex XSIAM  

• Software Components  

• XQL  
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• Detection Engineering  

• Integrations  

• Automation  

• Threat Intel Management  

• Attack Surface Management  

• UI Customizations 

 

 

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?  

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized 

technical training since 1996. Our goal is to help our customers optimize their technology Investments 

by providing convenient, high quality technical training that our customers can rely on. We empower 

students to master their desired technologies for their unique environments.  

 

What sets SLI apart is not only our immense selection of trainings options, but our convenient and 

consistent delivery system. No matter how complex your environment is or where you are located, SLI 

is sure to have a training solution that you can count on! 

 

Premiere World Class Instruction Team 

• All SLI instructors have a four-year technical degree, instructor level certifications and field 

consulting work experience 

• Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction 

awards since 2012 

 

Enhanced Learning Experience 

• The goal of our instructors during class is ensure students understand the material, guide 

them through our labs and encourage questions and interactive discussions.  

 

Convenient and Reliable Training Experience 

• You have the option to attend classes live with the instructor, at any of our established 

training facilities, or from the convenience of your home or office  

• All Sunset Learning Institute classes are guaranteed to run – you can count on us to deliver 

the training you need when you need it!  

 

Outstanding Customer Service 

• You will work with a dedicated account manager to suggest the optimal learning path for you 

and/or your team  

• An enthusiastic student services team is available to answer any questions and ensure a 

quality training experience 

 

Interested in Private Group Training? 

Contact Us 

https://www.sunsetlearning.com/contact-us/

