Panorama: NGFW Management (NGFW)

COURSE OVERVIEW
The Palo Alto Networks Panorama: NGFW Management course is an instructor-led training that will
help you to:

e Learn how to design, configure and manage the Panorama FireWall management server

e Gain experience in how to centrally manage policies using device groups

e Learn how to rollout network and device configuration to many FireWalls using templates

and template variables
e Gain experience with administration, log collection, as well as logging and reporting
e Become familiar with planning and design considerations for Panorama deployment

This training is a specialized course for the Panorama management solution to centrally manage
FireWalls at scale. It not only teaches the features and functionalities of Panorama but also provides
guidance on how to design a distributed firewall network that is managed from a central location.

WHO WILL BENEFIT FROM THIS COURSE?
e Security Architects
e Security Administrators
e Security Operations Specialists
e Security Analysts
e Security Engineers

PREREQUISITES

The “Firewall Configuration and Management” (EDU-210) course or equivalent practical experience
working with the Palo Alto Networks Next-Generation FireWall is a recommended prerequisite to
taking this Palo Alto panorama training. Students also should be familiar with basic security
concepts. Familiarity with networking concepts, including routing, switching, and IP addressing, is
recommended.

COURSE OBJECTIVES

Let the Experience and Passion of our instructor guide you — Consigas is an Authorized Global
Training Partner and was recognized with the “Excellence in Training Award” in 2022, 2019 and 2016
by Palo Alto Networks. The difference is made by our instructors, who have many years of field
experience, which they bring with them into the classroom.

Our instructors are security consultants who design, implement, migrate, manage and support Palo
Alto Networks solutions. It's this experience that they bring into the classroom to explain not only
the theory but also how to use Panorama in real life. Customers tell us that this is the most valuable
thing for them and that this is what differentiates our Palo Alto “Panorama: NGFW Management”
training from most other training partners.
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COURSE OUTLINE
e Adding Firewalls to Panorama
e Initial Configuration
e Templates
e Device Groups
e Log Forwarding and Collection
e Using Panorama Logs
e Administrative Accounts
e Aggregated Monitoring and Reporting
e Troubleshooting
e Add-on: Transition a Firewall to Panorama Management

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apartis not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
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e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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https://www.sunsetlearning.com/contact-us/

