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Operating NetDevOps (NDO-303) 

 

COURSE OVERVIEW 

You are a member of the operations team. Your role will be to fully utilize the NetDevOps process 
when performing network moves, adds, and changes. You will master the CI/CD pipeline. You will 
transition from command line management, to model-driven network management. You will also 

develop skills in network deployment testing using CML. This class includes Cisco Modeling Labs 
essentials. 
 

WHO WILL BENEFIT FROM THIS COURSE? 

• Network Administrators 

• Administrators interested in Automation 

• CCNA’s interested in Network Automation 

 

PREREQUISITES 

CCNA or equivalent job experience 

 

COURSE OBJECTIVES 

• Learn to run an existing, fully operational MDD network 

• Transition skills from command line to Model driven network management 

• Learn to modify the Source of Truth 

• Write the Validation Schema 

• Run Test Scenarios 

 

COURSE OUTLINE 

Comprehensive Overview of NetDevOps Workflow 

• Lecture: Revisiting NetDevOps principles with a focus on change management 

• Lecture + Lab: The role of CI/CD pipelines in managing network changes 

Writing Network Changes with Ansible and GitLab 

• Lecture + Lab: Structuring Ansible playbooks for network configuration changes 

• Lecture + Lab: Version control for network changes using Git and GitLab 

• Lecture + Lab: Developing and committing a network change 

Integrating Source of Truth with Network Changes 

• Lecture + Lab: Ensuring data accuracy in documentation and databases 

• Lecture + Lab: Dynamic inventory management with Netbox 

• Lecture + Lab: Querying and updating the Source of Truth in response to network changes 

Testing Network Changes 

• Lecture: Strategies for effective testing of network configurations 

• Lecture + Lab: Utilizing Cisco Modeling Labs (CML) for pre-deployment testing 

• Lecture + Lab: Workshop: Creating test cases and simulating network changes in CML 
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CI/CD Pipeline for Network Change Deployment 

• Lecture + Lab: Deploying changes through the CI/CD pipeline 

• Lecture + Lab: Utilizing AI validation methods in the CI/CD pipeline 

• Lecture + Lab: Incorporating automated tests and approval processes 

• Lecture + Lab: Deploying and monitoring a network change 

Rollback Strategies and Operational Continuity 

• Lecture: Principles of Network Change Rollback 

• Lecture: Importance of rollback in network operations 

• Lecture: Understanding rollback strategies for network changes 

• Lecture + Lab: Version control for rollback code using Git 

• Lecture + Lab: Implementing automated tests for rollback effectiveness 

• Lecture + Lab: Workshop: Testing rollback code in Cisco Modeling Labs (CML) 

Operationalizing Network Changes and Rollbacks** 

• Lecture: Best practices for operationalizing changes and rollbacks 

• Lecture + Lab: Scenario-based exercises: Handling unexpected network issues 

Best Practices Recap 

• Lecture: Review of change management and rollback strategies in NetDevOps 

• Lecture: Open discussion on implementing learned skills in real-world networks 

 

 

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?  

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized 

technical training since 1996. Our goal is to help our customers optimize their technology Investments 

by providing convenient, high quality technical training that our customers can rely on. We empower 

students to master their desired technologies for their unique environments.  

 

What sets SLI apart is not only our immense selection of trainings options, but our convenient and 

consistent delivery system. No matter how complex your environment is or where you are located, SLI 

is sure to have a training solution that you can count on! 

 

Premiere World Class Instruction Team 

• All SLI instructors have a four-year technical degree, instructor level certifications and field 

consulting work experience 

• Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction 

awards since 2012 

 

Enhanced Learning Experience 

• The goal of our instructors during class is ensure students understand the material, guide 

them through our labs and encourage questions and interactive discussions. 
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Convenient and Reliable Training Experience 

• You have the option to attend classes live with the instructor, at any of our established 

training facilities, or from the convenience of your home or office  

• All Sunset Learning Institute classes are guaranteed to run – you can count on us to deliver 

the training you need when you need it! 

 

Outstanding Customer Service 

• You will work with a dedicated account manager to suggest the optimal learning path for you 

and/or your team  

• An enthusiastic student services team is available to answer any questions and ensure a 

quality training experience 

 

 

Interested in Private Group Training? 

Contact Us 

https://www.sunsetlearning.com/contact-us/

