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NIST Cybersecurity Framework (NCSF) Foundation 
 

OVERVIEW: 

The one-day LRS NIST Cybersecurity Foundation course is designed for anyone in an organization who needs to 

understand the basics of cybersecurity, the components of the NIST CSF, and how the NIST CSF aligns to risk 

management. Security, IT, risk management, policy makers, and other business professionals who have 

responsibility for aspects of business or technical security can benefit from this course. 

 

PREREQUISITIES? 

There are no prerequisites for this course. Basic computing skills and security knowledge will be helpful. 

  

COURSE OUTLINE: 

MODULE 1: COURSE INTRODUCTION 

• Provides the student with information relative to the course and the conduct of the course in the classroom, 

virtual classroom, and course materials. 

MODULE 2: THE BASICS OF CYBERSECURITY 

• What is cybersecurity? 

• Types of attackers 

• Vulnerabilities 

• Exploits 

• Threats 

• Controls 

• Frameworks 

• Risk-Based Cybersecurity 

MODULE 3: A HOLISTIC STUDY OF THE NIST CYBERSECURITY FRAMEWORK 

• History 

o EO 13636 

o Cybersecurity Enhancement Act of 2014 

o EO 13800 

• Uses and Benefits of the Framework 

• Attributes of the Framework 

• Framework Component Introduction 

o Framework Core 

o Framework Profiles 

o Framework Implementation Tiers 

MODULE 4: CYBERSECURITY ACTIVITIES: THE FRAMEWORK CORE 

• Purpose of the Core 

• Core Functions, Categories, and Subcategories 

• Informative References 

MODULE 5: RISK MANAGEMENT CONSIDERATIONS: FRAMEWORK IMPLEMENTATION TIERS 

• Purpose of the Tiers 

• The Four Tiers 

• Components of the Tiers 

• Compare and contrast the NIST Cybersecurity Framework with the NIST Risk Management Framework 
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MODULE 6: CURRENT AND DESIRED OUTCOMES: FRAMEWORK PROFILES 

• Purpose of the Profiles 

• The Two Profiles 

• Interrelationships between the Framework Components 

MODULE 7: A PRIMER ON THE SEVEN STEP FRAMEWORK IMPLEMENTATION PROCESS 

• Prioritize and Scope 

• Orient 

• Create a Current Profile 

• Conduct a Risk Assessment 

• Create a Target Profile 

• Determine, Analyze, and Prioritize Gaps 

• Implement Action Plan 

 

SUNSET LEARNING INSTITUTE (SLI) DIFFERENTIATORS:  

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized technical 

training since 1996. Our goal is to help our customers optimize their cloud technology investments by providing 

convenient, high quality technical training that our customers can rely on.  We empower students to master their 

desired technologies for their unique environments.   

 

What sets SLI apart is not only our immense selection of trainings options, but our convenient and consistent delivery 

system.  No matter how complex your environment is or where you are located, SLI is sure to have a training solution 

that you can count on!  

 

Premiere World Class Instruction Team 

• All SLI instructors have a four-year technical degree, instructor level certifications and field consulting work 

experience. 

• Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction awards since 

2012 

 

Enhanced Learning Experience 

• The goal of our instructors during class is ensure students understand the material, guide them through our 

labs and encourage questions and interactive discussions.   

 

Convenient and Reliable Training Experience 

• You have the option to attend classes at any of our established training facilities or from the convenience 

of your home or office with the use of our HD-ILT network (High Definition Instructor Led Training) 

• All Sunset Learning Institute classes are guaranteed to run – you can count on us to deliver the training you 

need when you need it! 

 

Outstanding Customer Service 

• Dedicated account manager to suggest the optimal learning path for you and your team 

• Enthusiastic Student Services team available to answer any questions and ensure a quality training 

experience 


