Managing LAN Networks with Cisco Nexus Dashboard
(MNDFC)

COURSE OVERVIEW

This 5-day class on Nexus Dashboard covers data center and campus operations with VXLAN and
EVPN, then dives into Nexus Dashboard Fabric Controller (NDFC) to deploy and manage VXLAN and
EVPN.

WHO WILL BENEFIT FROM THIS COURSE?
The primary audience for this course is as follows:
e Systems Architects
e Systems Engineers
e Systems Administrators
e Technical Decision Makers
e Channel Partners

PREREQUISITES

The knowledge and skills that a learner should have before attending this course are as follows:
e Familiarity with Cisco Ethernet switching products
e Understanding of routing protocols
e Understanding of Cisco Data Center architecture

COURSE OBJECTIVES
Upon completing this course, the learner will be able to meet these overall objectives:
e Understand, configure and troubleshoot VXLAN with EVPN
e Operate and Configure Nexus Dashboard
e Install and Operate Nexus Dashboard Apps
e Configure Nexus Fabric Controller
e Explore Fabric Telemetry with Nexus Insights
e Explore Nexus Dashboard APIs

COURSE OUTLINE
Module 1: VXLAN EVPN with MP-BGP
e Spine and Leaf Fabric
e VXLAN as an Overlay
e BGP, OSPF and IS-IS
e EVPN MP-BGP
e Multicast Control Plane
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e BGP Control Plane
e Distributed IP Anycast-Gateway
e Forwarding with Dual-Homed Endpoint (vPC)
e Inter-Subnet Forwarding (Routing)
e Non-IP Forwarding (Bridging)
e Cisco VXLAN QoS Configuration
e Multitenancy
e External Fabrics
e Troubleshooting Commands
Module 2: Nexus Dashboard Overview
e Introduction to Cisco Nexus Dashboard
e Introduction to Nexus Dashboard Architecture
e Nexus Dashboard Federation/SPOG
e Nexus Dashboard Installation, Configuration, and Deployment
e Cisco Nexus Dashboard Orchestrator
Module 3: Nexus Dashboard Fabric Controller (NDFC)
e Introduction to NDFC
e DCNM Migration to Nexus Dashboard
e Cisco NDFC LAN Solution Overview
Module 4: Discovering Existing Network Devices with Cisco NDFC
e Configure Switches for Discovery
Module 5: Nexus Dashboard for Multi-Site
e NDFC Multi-Site Architecture
e NDFC VRF Management
Module 6: Managing and Monitoring the Data Center with Cisco NDFC
e Access Topology View
e Navigate the Map Views and Layout
e Deploy Changes to the Fabric
Module 7: Nexus Dashboard Fabric Controller Templates
e NDFC Templates
e Configuration Changes with Templates
Module 8: Nexus Dashboard Insights
e Introduction to Nexus Dashboard Insights
e GUI Overview
e Insight Explorer
e Connectivity Analysis Tool for NX-OS Based Fabrics
e Insight Resource Browser/Bug Advisory
e Flow Telemetry
e Delta Analysis
e Firmware Update Analysis
e Licensing
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Module 9: Nexus Dashboard Integrations

Nexus Dashboard API

Splunk Integration

AppDynamics (AppD) Integration
ServiceNow Integration

NDFC SAN

Module 10: Accessing Nexus Dashboard Programmatically

RESTful API

JSON

REST API Tools

Python Programming Fundamentals

Python Programming with RESTful API to Nexus Dashboard

Module 11: Nexus Dashboard Troubleshooting

NDFC Backup and Restore
NDFC Alarms

Fabric Troubleshooting Tools
NDFC Command Execution

Lab Outline:
Labs are designed to assure learners a whole practical experience, through the following practical
activities:

Discovery Lab 0: Access the NterOne Lab Devices

Discovery Lab 1: Explore and Test the Nexus and Catalyst Lab Topology
Discovery Lab 2: Configure NX-OS VXLAN with Multicast Control Plane Using CLI
Discovery Lab 3: Configure EVPN BGP with Unicast Forwarding

Discovery Lab 4: Configure EVPN BGP with Multicast Routing

Discovery Lab 5: Configure EVPN BGP with Route Reflectors

Discovery Lab 6: Configuring VXLAN Routing

Discovery Lab 7: Adding an External Router

Discovery Lab 8: Troubleshoot VXLAN with EVPN and BGP in the CLI

Discovery Lab 9: Nexus Dashboard Admin Console

Discovery Lab 10: Introduction to Nexus Dashboard Fabric Controller (NDFC)
Discovery Lab 11: NDFC Bootstrap New NX-OS Data Center Fabric

Discovery Lab 12: Nexus Dashboard Fabric Controller Templates

Discovery Lab 13: Nexus Dashboard External Fabric with 10S XE

Discovery Lab 14: NDFC Multi-Site Configuration with Multisite Domain (MSD) Template
Discovery Lab 15: Managing and Monitoring the Network Using NDFC

Discovery Lab 16: Nexus Dashboard Role-Based Access Control (RBAC)
Discovery Lab 17: Nexus Dashboard and NDFC RESTful API

Discovery Lab 18: Python Programming to Nexus Dashboard and NDFC
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WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apartis not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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