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Microsoft 365 Endpoint Administrator (MD-102T00) 

 

COURSE OVERVIEW 

The course introduces essential elements of modern management, co-management approaches, 

and Microsoft Intune integration. It covers app deployment, management of browser-based 

applications, and key security concepts such as authentication, identities, access, and compliance 

policies. Technologies like Microsoft Entra ID, Azure Information Protection, and Microsoft Defender 

for Endpoint are explored to protect devices and data. 
 

WHO WILL BENEFIT FROM THIS COURSE? 

The Microsoft 365 Endpoint Administrator is responsible for deploying, configuring, securing, 

managing, and monitoring devices and client applications in a corporate setting. Their duties include 

managing identity, access, policies, updates, and apps. They work alongside the M365 Enterprise 

Administrator to develop and execute a device strategy that aligns with the requirements of a 

modern organization. Microsoft 365 Endpoint Administrators should be well-versed in M365 

workloads and possess extensive skills and experience in deploying, configuring, and maintaining 

Windows 11 and later, as well as non-Windows devices. Their role emphasizes cloud services over 

on-premises management technologies. 

 

PREREQUISITES 

The Modern Desktop Administrator must be familiar with M365 workloads and must have strong 

skills and experience of deploying, configuring, and maintaining Windows 11 and later, and non-

Windows devices. 

 

COURSE OBJECTIVES 

Students will learn to: 

• Explore the Enterprise Desktop 

• Explore Windows Editions 

• Understand Microsoft Entra ID 

• Manage Microsoft Entra identities 

• Manage device authentication 

• Enroll devices using Microsoft Configuration Manager 

• Enroll devices using Microsoft Intune 

• Execute device profiles 

• Oversee device profiles 

• Maintain user profiles 

• Execute mobile application management 

• Deploy and update applications 

• Administer endpoint applications 

• Protect identities in Microsoft Entra ID 
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• Enable organizational access 

• Implement device compliance 

• Generate inventory and compliance reports 

• Deploy device data protection 

• Manage Microsoft Defender for Endpoint 

• Manage Microsoft Defender in Windows client 

• Manage Microsoft Defender for Cloud Apps 

• Assess deployment readiness 

• Deploy using the Microsoft Deployment Toolkit 

• Deploy using Microsoft Configuration Manager 

• Deploy Devices using Windows Autopilot 

• Implement dynamic deployment methods 

• Plan a transition to modern endpoint management 

• Manage Windows 365 

• Manage Azure Virtual Desktop 

 

COURSE OUTLINE 

Module 1: Explore the Enterprise Desktop 

• Describe the benefits of Modern Management. 

• Explain the enterprise desktop life-cycle model. 

• Describe considerations for planning hardware strategies. 

• Describe considerations for post-deployment and retirement. 

Module 2: Explore Windows Editions 

• Explain the differences between the different editions of Windows. 

• Select the most suitable Windows device for your needs. 

• Describe the minimum recommended hardware requirements for installing Windows 11. 

Module 3: Understand Microsoft Entra ID 

• Describe Microsoft Entra ID. 

• Compare Microsoft Entra ID to Active Directory Domain Services (AD DS). 

• Describe how Microsoft Entra ID is used as a directory for cloud apps. 

• Describe Microsoft Entra ID P1 and P2. 

• Describe Microsoft Entra Domain Services. 

Module 4: Manage Microsoft Entra identities 

• Describe RBAC and user roles in Microsoft Entra ID. 
• Create and manage users in Microsoft Entra ID. 
• Create and manage groups in Microsoft Entra ID. 
• Use Windows PowerShell cmdlets to manage Microsoft Entra ID. 
• Describe how you can synchronize objects from AD DS to Microsoft Entra ID. 

Module 5: Manage device authentication 

• Describe Azure AD join. 
• Describe Azure AD join prerequisites, limitations and benefits. 
• Join device to Azure AD. 
• Manage devices joined to Azure AD. 
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Module 6: Enroll devices using Microsoft Configuration Manager 

• Describe Microsoft Endpoint Manager. 

• Understand the advantages of managing a client with Configuration Manager. 

• Deploy the Configuration Manager client. 

• Monitor the Configuration Manager client. 

• Manage Configuration Manager devices. 

Module 7: Enroll devices using Microsoft Intune 

• Prepare Microsoft Intune for device enrollment. 

• Configure Microsoft Intune for automatic enrollment. 

• Explain how to enroll Windows, Android and iOS devices in Intune. 

• Explain when and how to use Intune Enrollment Manager. 

• Understand how to monitor and perform remote actions on enrolled devices 

Module 8: Execute device profiles 

• Describe the various types of device profiles in Intune. 

• Explain the difference between built-in and custom profiles. 

• Create and manage profiles. 

Module 9: Oversee device profiles 

• Monitor the assignments of profiles. 

• Understand how profiles are synchronized and how to manually force synchronization. 

• Use PowerShell to execute and monitor scripts on devices. 

Module 10: Maintain user profiles 

• Explain the various user profile types that exist in Windows. 

• Describe how a user profile works. 

• Configure user profiles to conserve space. 

• Explain how to deploy and configure Folder Redirection. 

• Explain Enterprise State Roaming. 

• Configure Enterprise State Roaming for Azure AD devices. 

Module 11: Execute mobile application management 

• Explain Mobile Application Management 

• Understand application considerations in MAM 

• Explain how to use Configuration Manager for MAM 

• Use Intune for MAM 

• Implement and manage MAM policies 

Module 12: Deploy and update applications 

• Explain how to deploy applications using Intune and Configuration Manager 

• Learn how to deploy applications using Group Policy 

• Understand Microsoft Store Apps 

• Learn how to deploy apps using Microsoft Store Apps 

• Learn how to configure Microsoft Store Apps 

Module 13: Administer endpoint applications 

• Explain how to manage apps in Intune 

• Understand how to manage apps on non-enrolled devices 
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• Understand how to deploy Microsoft 365 Apps using Intune 

• Learn how to configure and manage IE mode in Microsoft Edge 

• Learn about app inventory options in Intune 

Module 14: Protect identities in Microsoft Entra ID 

• Describe Windows Hello for Business 

• Describe Windows Hello deployment and management 

• Describe Microsoft Entra ID Protection 

• Describe and manage self-service password reset in Microsoft Entra ID 

• Describe and manage multi-factor authentication 

Module 15: Enable organizational access 

• Describe how you can access corporate resources 

• Describe VPN types and configuration 

• Describe Always On VPN 

• Describe how to configure Always On VPN 

Module 16: Implement device compliance 

• Describe device compliance policy 

• Deploy a device compliance policy 

• Describe conditional access 

• Create conditional access policies 

Module 17: Generate inventory and compliance reports 

• Generate inventory reports and Compliance reports using Microsoft Intune 

• Report and monitor device compliance 

• Create custom reports using the Intune Data Warehouse 

• Use the Microsoft Graph API for building custom reports 

Module 18: Deploy device data protection 

• Describe Windows Information Protection 

• Plan for Windows Information Protection usage 

• Implement and use Windows Information Protection 

• Describe the Encrypting File System (EFS) 

• Describe BitLocker 

Module 19: Manage Microsoft Defender for Endpoint 

• Describe Microsoft Defender for Endpoint 

• Describe key capabilities of Microsoft Defender for Endpoint 

• Describe Microsoft Defender Application Guard 

• Describe Microsoft Defender Exploit Guard 

• Describe Windows Defender System Guard 

Module 20: Manage Microsoft Defender in Windows client 

• Describe Windows Security capabilities 

• Describe Windows Defender Credential Guard 

• Manage Microsoft Defender Antivirus 

• Manage Windows Defender Firewall 

• Manage Windows Defender Firewall with Advanced Security 
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Module 21: Manage Microsoft Defender for Cloud Apps 

• Describe Microsoft Defender for Cloud Apps 

• Plan for Microsoft Defender for Cloud Apps usage 

• Implement and use Microsoft Defender for Cloud Apps 

Module 22: Assess deployment readiness 

• Describe the guidelines for an effective enterprise desktop deployment. 

• Explain how to assess the current environment. 

• Describe the tools that you can use to assess your current environment. 

• Describe the methods of identifying and mitigating application compatibility issues. 

• Explain considerations for planning a phased rollout. 

Module 23: Deploy using the Microsoft Deployment Toolkit 

• Describe the fundamentals of using images in traditional deployment methods. 

• Describe the key benefits, limitations, and decisions when planning a deployment of - 

Windows using Microsoft Deployment Toolkit (MDT). 

• Describe how Configuration Manager builds upon MDT and how both can work in harmony. 

• Explain the different options and considerations when choosing the user interaction 

experience during deployment, and which methods and tools support these experiences. 

Module 24: Deploy using Microsoft Configuration Manager 

• Describe the capabilities of Configuration Manager. 

• Describe the key components of Configuration Manager. 

• Describe how to troubleshoot Configuration Manager deployments. 

Module 25: Deploy Devices using Windows Autopilot 

• Explain the benefits of modern deployment for new devices. 

• Describe the process of preparing for an Autopilot deployment. 

• Describe the process of registering devices in Autopilot. 

• Describe the different methods and scenarios of Autopilot deployments. 

• Describe how to troubleshoot common Autopilot issues. 

• Describe the process of deployment using traditional methods. 

Module 26: Implement dynamic deployment methods 

• Describe how Subscription Activation works. 

• Describe the benefits of Provisioning Packages. 

• Explain how Windows Configuration Designer creates Provisioning Packages. 

• Describe the benefits of using MDM enrollment with Azure AD join. 

Module 27: Plan a transition to modern endpoint management 

• Identify usage scenarios for Azure AD join. 

• Identify workloads that you can transition to Intune. 

• Identify prerequisites for co-management. 

• Identify considerations for transitioning to modern management. 

• Plan a transition to modern management using existing technologies. 

• Plan a transition to modern management using Microsoft Intune. 

Module 28: Manage Windows 365 

• Describe the key features of Windows 365 
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• Describe the Windows 365 management experience 
• Describe the Windows 365 security model 
• Describe the Windows 365 deployment options 
• Describe the Windows 365 licensing model 

Module 29: Manage Azure Virtual Desktop 

• Describe the key features of Azure Virtual Desktop 

• Describe the Azure Virtual Desktop management experience 

• Describe the Azure Virtual Desktop security model 

• Describe the Azure Virtual Desktop deployment options 
 

 

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?  

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized 

technical training since 1996. Our goal is to help our customers optimize their technology Investments 

by providing convenient, high quality technical training that our customers can rely on. We empower 

students to master their desired technologies for their unique environments.  
 

What sets SLI apart is not only our immense selection of trainings options, but our convenient and 

consistent delivery system. No matter how complex your environment is or where you are located, SLI 

is sure to have a training solution that you can count on! 
 

Premiere World Class Instruction Team 

• All SLI instructors have a four-year technical degree, instructor level certifications and field 

consulting work experience 

• Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction 

awards since 2012 
 

Enhanced Learning Experience 

• The goal of our instructors during class is ensure students understand the material, guide 

them through our labs and encourage questions and interactive discussions. 
 

Convenient and Reliable Training Experience 

• You have the option to attend classes live with the instructor, at any of our established 

training facilities, or from the convenience of your home or office  

• All Sunset Learning Institute classes are guaranteed to run – you can count on us to deliver 

the training you need when you need it! 
 

Outstanding Customer Service 

• You will work with a dedicated account manager to suggest the optimal learning path for you 

and/or your team  

• An enthusiastic student services team is available to answer any questions and ensure a 

quality training experience 

Interested in Private Group Training? 

Contact Us 

https://www.sunsetlearning.com/contact-us/

