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Implementing and Administering Cisco Catalyst Center for
Assurance (IACCCA)

COURSE OVERVIEW

Cisco Catalyst Center (formerly DNA Center) is the next-generation intent-based networking
platform, providing centralized automation and assurance for enterprise networks. Version 3.1.3
introduces advanced Al-driven analytics, improved telemetry, Energy Management capabilities, and
deeper integrations with Cisco Secure Access DNS Security and Splunk for observability. This course
focuses on Catalyst Center Assurance, enabling proactive, predictive, and real-time monitoring of
network, client, and application health.

Catalyst Center Assurance delivers significant business value by reducing operational complexity,
accelerating troubleshooting, and enabling proactive network management. By leveraging Al-driven
insights, predictive analytics, and real-time telemetry, organizations can ensure optimal application
and client experience, minimize downtime, and align network performance with business intent. This
approach transforms IT operations from reactive to predictive, improving efficiency and resilience.

WHO WILL BENEFIT FROM THIS COURSE?
The primary audience for this course is as follows:
e IT Solution Architects
o Network Security Architects
e Networking Admin and Operations
e Networking Field Engineer

PREREQUISITES
The knowledge and skills that a learner should have before attending this course are as follows:

e Practical experience with LAN/WAN management
e Familiarity with Cisco I0S-XE concepts

COURSE OBJECTIVES
Upon completing this course, the learner will be able to meet these overall objectives:
e Explain Catalyst Center architecture, features, and workflows (Design, Policy, Provision,
Assurance)
e Install and configure Catalyst Center appliance
e Discover and provision devices using Catalyst Center templates and profiles
e Implement Assurance services for network, client, and application health, including Energy
Management
e Integrate Catalyst Center with Cisco ISE, Cisco Secure Access DNS Security, ThousandEyes,
and Splunk
e Utilize Al Analytics and ML capabilities for predictive insights
e Perform maintenance tasks including reporting, backup, and software image management
(SWIM)
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COURSE OUTLINE
Module 1: Introduction to Cisco Catalyst Center Assurance
e Catalyst Center architecture and components
Intent-based networking principles
Catalyst Center Assurance use cases
Integration with Cisco ISE
Energy Management overview and benefits
Module 2: Design
e Enterprise hierarchy and site design
e Network settings and IPAM
e Software Image Management (SWIM) workflows
o Wireless profiles and guest portals
e AAA, SNMP, Syslog configuration
e Energy Management configuration in design phase
Module 3: Discovery and Provision
e Device discovery protocols (CDP, LLDP, SNMP)
e Plug and Play onboarding
e Template-based provisioning (Day-0 and Day-N)
e Assigning devices to sites and applying profiles
e Energy telemetry activation during provisioning
Module 4: Monitoring Device, Client, and Application Health
e Telemetry and Assurance dashboards
e Wired/wireless client health analysis
e Application performance monitoring
e Energy Management telemetry and reporting
e Custom health score tuning
Module 5: Application Visibility and Cisco Secure Access DNS Security Integration
Application visibility workflows
Cisco Secure Access DNS Security overview
Integration steps and policy mapping
e Use cases for DNS-layer protection
Module 6: Troubleshooting and Insights
e Detecting issues and trends
e Root cause analysis with Assurance
e Integration with external monitoring tools
Module 7: Assurance Troubleshooting Tools

e Sensor tests and configuration

e Intelligent Capture workflows

e Spectrum Analysis for RF troubleshooting
Module 8: Catalyst Center and ThousandEyes

e ThousandEyes integration for end-to-end visibility

e Application path visualization

e Use cases for SaaS and WAN monitoring
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Module 9: Al Analytics and Machine Learning

e Predictive insights and anomaly detection

e Endpoint Analytics enhancements

e Al-driven recommendations for remediation
Module 10: Splunk Integration for Assurance

e (Catalyst Center API integration with Splunk

e Telemetry export and visualization

e Dashboards and alerting in Splunk

e Use cases for advanced observability
Module 11: Catalyst Center Maintenance

e Reports and compliance

e Backup and restore procedures

e SWIM operations and image compliance

e System health checks and upgrade planning

Lab Outline
e Lab 1: Navigate Catalyst Center GUI and dashboards
e Lab 2: Integrate Cisco ISE with Catalyst Center
e Lab 3: Design network hierarchy and configure settings
e Lab 4: Discover and provision wired devices
e Lab 5: Plug and Play onboarding with templates
e Lab 6: Configure Catalyst 9800 WLC and wireless SSIDs
e Lab 7: Apply Assurance telemetry profiles
e Lab 8: Monitor application traffic and visibility
e Lab 9: Cisco Secure Access DNS Security integration
e Lab 10: ThousandEyes integration for application visibility
e Lab 11: Al Endpoint Analytics and predictive insights
e Lab 12: Energy Management telemetry configuration
e Lab 13: Splunk integration and dashboard creation
e Lab 14: SWIM image upgrade/downgrade
e Lab 15: Backup Catalyst Center configuration

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!
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Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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https://www.sunsetlearning.com/contact-us/

