GitHub Advanced Security (GH-500T00)

COURSE OVERVIEW

GitHub Advanced Security (GHAS) plays a crucial role in enhancing the security posture of software
development projects on GitHub. It provides a comprehensive set of tools and features designed to
identify and address security vulnerabilities throughout the development lifecycle. By integrating
security directly into the development process with GHAS, your team can build more secure and
reliable software. The course will explore how to utilize GHAS to maximize security impact and
understand GHAS and its role in the security ecosystem.

WHO WILL BENEFIT FROM THIS COURSE?

This course in intended for students who want to understand and implement advanced security
practices with the help of GitHub Advanced Security (GHAS). They will learn how to significantly
enhance software development processes and create a more resilient and secure development
ecosystem using developer-first solutions to unlock the ability to keep code, supply chain, and
secrets secure before you push to production. They will learn how GHAS gives security teams
visibility into the cross-organizational security posture and supply chain and unparalleled access to
curated security intelligence from millions of developers and security researchers around the world.

PREREQUISITES
e GitHub Account
e A GitHub Account with an active subscription for GitHub Copilot is required for either your
personal GitHub account or a GitHub account managed by an organization or enterprise. For
learning purposes, the Copilot Free option with usage limits should be sufficient.
e Basic understanding of GitHub fundamentals

COURSE OBJECTIVES
e Introduction to GitHub Advanced Security
e Configure Dependabot security updates on your GitHub repo
e Configure and use secret scanning in your GitHub repository
e Configure code scanning on GitHub
e Identify security vulnerabilities in your codebase by using CodeQL
e Code scanning with GitHub CodeQL
e GitHub administration for GitHub Advanced Security
e Manage sensitive data and security policies within GitHub

COURSE OUTLINE
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Introduction to GitHub Advanced Security
e Define GHAS and the importance of its integral features
e How to utilize GHAS to get the most impact
e Understand GHAS and its role in the security ecosystem
Configure Dependabot security updates on your GitHub repo
e Manage your dependencies on GitHub
e Dependabot alerts
e Dependabot security updates
e Manage Dependabot notifications and reports
e Dependency review
e Exercise - Configure Dependabot security updates
Configure and use secret scanning in your GitHub repository
e What is secret scanning?
Configure secret scanning
e Use secret scanning
e Exercise
Configure code scanning on GitHub
e What is code scanning?
e Enable code scanning with third party tools
e Configure code scanning
e Configure code scanning exercise
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Identify security vulnerabilities in your codebase by using CodeQL
e Prepare a database for CodeQL
e Run CodeQL in a database
e Understand CodeQL results
e Troubleshoot CodeQL results
Code scanning with GitHub CodeQL
e What is CodeQL?
e How does CodeQL analyze code?
e WhatisQL?
e Code scanning and CodeQL
e Customize your code scanning workflow with CodeQL - Part 1
e Exercise - Reference a CodeQL query
e Customize your code scanning workflow with CodeQL - Part 2
e Use the CodeQL CLI
e Customize languages and builds for code scanning
e Exercise - Configure a CodeQL language matrix
GitHub administration for GitHub Advanced Security
e What is GitHub Advanced Security?
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e Enable GitHub Advanced Security

e Manage access to GitHub Advanced Security

e Manage the GitHub Advanced Security features and alerts
Manage sensitive data and security policies within GitHub

e Setting security policies

e Create and manage repository rulesets

e Reporting and logging

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apartis not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience
Interested in Private Group Training?
Contact Us
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