Linux Server Automation with Ansible Fast Track (Ansible 202 FT)

COURSE OVERVIEW

This course is designed to bring IT professionals up to speed with Ansible, a tool that automates
routine Linux system administration tasks efficiently and consistently. This leads to configuration
consistency, reduced maintenance windows, and the elimination of human error in critical
provisioning and management tasks.

WHO WILL BENEFIT FROM THIS COURSE?
e Linux System Administrators
e DevOps/Platform Engineer
e Infrastructure/IT Manager
e Security/Compliance Analyst
e Cloud Engineer

PREREQUISITES
Basic Keyboard Proficiency: Ability to efficiently navigate and use a keyboard, including typing, copy-

pasting, and basic text editing in terminal and/or text editors.

COURSE OBJECTIVES

e Standardize Server Management: Automate the provisioning and configuration of server
fleets at scale.

e Apply laC Principles: Use Ansible's declarative philosophy to manage servers as code,
reducing human error.

e Secure and Structure: Leverage Ansible Vault to secure sensitive data and Ansible Roles to
organize code for reusability.

e Solve Real-World Problems: Develop and maintain Ansible-based automation for common
administration tasks.

COURSE OUTLINE
Ansible Foundations
e Introduction to Ansible
e Introduction to YAML
e Making an Inventory
e Running a Playbook
e ansible.cfg setup
e Looping Tasks
e Setting Variables
e When Condition
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Core Modules and System Tasks

Ansible Module - copy

Ansible Module - file

Ansible Module - get_url and uri
Templating with Jinja

Ansible Module - template
Managing Services

Ansible Module - dnf

User and Group Management

Managing Users and Groups
User and Group Assignment
File Permissions with Ansible
SSH Key Management

Jinja2 Templating for Configuration

Editing Files with lineinfile and blockinfile
Jinja2 Configuration Templates

Reusability and Security

Collections, Roles, and Ansible Galaxy
Using Roles

Making Roles

Ansible Vault

Linux Hardening and Advanced Modules

Managing Firewall Rules

SELinux and Auditd Management
Ansible Module - archive and unarchive
Linux Hardening Automation

Scheduling and Conversion

Scheduled Tasks with cron
CHALLENGE: Convert Shell Scripts to Playbooks

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower

students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI

is sure to have a training solution that you can count on!
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Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service

e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team

e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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https://www.sunsetlearning.com/contact-us/

