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Designing and Implementing Microsoft Azure Network
Solutions (AZ-700T00)

COURSE OVERVIEW

This course covers the process of designing, implementing, and managing core Azure networking
infrastructure, Hybrid Networking connections, load balancing traffic, network routing, private access
to Azure services, network security and monitoring. Learn how to design and implement a secure,
reliable, network infrastructure in Azure and how to establish hybrid connectivity, routing, private
access to Azure services, and monitoring in Azure.

WHO WILL BENEFIT FROM THIS COURSE?

This course is for Network Engineers looking to specialize in Azure networking solutions. An Azure
Network engineer designs and implements core Azure networking infrastructure, hybrid networking
connections, load balance traffic, network routing, private access to Azure services, network security
and monitoring. The azure network engineer will manage networking solutions for optimal
performance, resiliency, scale, and security.

PREREQUISITES

e Successful Azure Network Engineers start this role with experience in enterprise networking,
on-premises or cloud infrastructure and network security.

e Understanding of on-premises virtualization technologies, including VMs, virtual networking,
and virtual hard disks.

e Understanding of network configurations, including TCP/IP, Domain Name System (DNS),
virtual private networks (VPNs), firewalls, and encryption technologies.

e Understanding of software-defined networking.

e Understanding hybrid network connectivity methods, such as VPN.

e Understanding resilience and disaster recovery, including high availability and restore
operations.

COURSE OBJECTIVES
Students will learn:
e Introduction to Azure Virtual Networks
e Design and implement hybrid networking
e Design and implement Azure ExpressRoute
e Load balance non-HTTP(S) traffic in Azure
e Load balance HTTP(S) traffic in Azure
e Design and implement network security
e Design and implement private access to Azure Services
e Design and implement network monitoring
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COURSE OUTLINE
Module 1: Introduction to Azure Virtual Networks
e Implement virtual networks
e Configure public IP services
e Design and implement name resolution
e Design and implement cross-VNET connectivity
e Implement virtual network routing
e Design and implement an Azure Virtual Network NAT
Module 2: Design and implement hybrid networking
e Design and implement a site-to-site VPN connection
e Design and implement a point-to-site VPN connection
e Design and implement authentication for point-to-site VPN connections
e Design and implement Azure Virtual WAN
Module 3: Design and implement Azure ExpressRoute
e Design and implement ExpressRoute
e Design and implement ExpressRoute Global Reach
e Design and implement ExpressRoute FastPath
e Troubleshoot ExpressRoute connection issues
Module 4: Load balance non-HTTP(S) traffic in Azure
¢ |dentify the features and capabilities of Azure Load Balancer
e Design and implement an Azure Load Balancer
e Implement a Traffic Manager profile
Module 5: Load balance HTTP(S) traffic in Azure
e Design and implement Azure Application Gateway
e Implement Azure Front Door
Module 6: Design and implement network security
e Get network security recommendations with Microsoft Defender for Cloud
e Deploy Azure DDoS Protection by using the Azure portal
e Design and implement network security groups (NSGs)
e Design and implement Azure Firewall
e Design and implement a web application firewall (WAF) on Azure Front Door
Module 7: Design and implement private access to Azure Services
e Explain virtual network service endpoints
e Define Private Link Service and private endpoints
e Integrate private endpoints with DNS
e Design and configure private endpoints
e Design and configure access to service endpoints
e Integrate your App Service with Azure virtual networks
Module 8: Design and implement network monitoring
e Configure network health alerts and logging by using Azure Monitor
e Create and configure a Connection Monitor instance
e Configure and use Traffic Analytics
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e Configure NSG flow logs
e Enable and configure diagnostic logging
e Configure Azure Network Watcher

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience

e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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