AWS Security Governance at Scale (AWS-SEC-GOV)

COURSE OVERVIEW

Security is foundational to AWS. Governance at scale is a new concept for automating cloud
governance that can help companies retire manual processes in account management, budget
enforcement, and security and compliance. By automating common challenges, companies can
scale without inhibiting agility, speed, or innovation. In addition, they can provide decision makers
with the visibility, control, and governance necessary to protect sensitive data and systems. In this
course, you will learn how to facilitate developer speed and agility, and incorporate preventive and
detective controls. By the end of this course, you will be able to apply governance best practices.

WHO WILL BENEFIT FROM THIS COURSE?
This course is intended for:
e Solutions architects, security DevOps, and security engineers

PREREQUISITES
Before attending this course, participants should have completed the following:

Required:

e AWS Security Fundamentals course

e AWS Security Essentials course
Optional:

e AWS Cloud Management Assessment
Introduction to AWS Control Tower course
Automated Landing Zone course
Introduction to AWS Service Catalog course

COURSE OBJECTIVES
In this course, you will learn to:
e Establish a landing zone with AWS Control Tower
e Configure AWS Organizations to create a multi-account environment
e Implement identity management using AWS Single Sign-On users and groups
e Federate access using AWS SSO
e Enforce policies using prepackaged guardrails
e Centralize logging using AWS CloudTrail and AWS Config
e Enable cross-account security audits using AWS Identity and Access Management (IAM)

e Define workflows for provisioning accounts using AWS Service Catalog and AWS Security
Hub
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COURSE OUTLINE
Course Introduction
e Instructor introduction
e Learning objectives
e Course structure and objectives
e Course logistics and agenda
Module 1: Governance at Scale
e Governance at scale focal points
e Business and Technical Challenges
Module 2: Governance Automation
e Multi-account strategies, guidance, and architecture
e Environments for agility and governance at scale
e Governance with AWS Control Tower
e Use cases for governance at scale
Module 3: Preventive Controls
e Enterprise environment challenges for developers
e AWS Service Catalog
e Resource creation
e Workflows for provisioning accounts
e Preventive cost and security governance
e Self-service with existing IT service management (ITSM) tools
e Lab 1: Deploy Resources for AWS Catalog
o Create a new AWS Service Catalog portfolio and product.
o Add an IAM role to a launch constraint to limit the actions the product can perform.
o Grant access for an IAM role to view the catalog items.
o Deploy an S3 bucket from an AWS Service Catalog product.
Module 4: Detective Controls
e Operations aspect of governance at scale
e Resource monitoring
e Configuration rules for auditing
e Operational insights
e Remediation
e Clean up accounts
e Lab 2: Compliance and Security Automation with AWS Config
o Apply Managed Rules through AWS Config to selected resources
o Automate remediation based on AWS Config rules
o Investigate the Amazon Config dashboard and verify resources and rule compliance
Lab 3: Taking Action with AWS Systems Manager
o Setup Resource Groups for various resources based on common requirements
o Perform automated actions against targeted Resource Groups
Module 5: Resources
e Explore additional resources for security governance at scale
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WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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https://www.sunsetlearning.com/contact-us/

